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Executive Summary

Organizations frequently must evaluate and select a variety of information technology (IT) security
services in order to maintain and improve their overall IT security program and enterprise architecture.

IT security services, which range from security policy development to intrusion detection support, may be
offered by an IT group internal to an organization, or by a growing group of vendors. Organizations can
benefit when choices among services and service providers stimulate competition and bring innovation to
the marketplace. However, it is difficult and challenging to determine service provider capabilities,
measure service reliability and navigate the many complexities involved in security service agreements.
Individuals who are responsible for selecting, implementing, and managing IT security services for an
organization must carefully evaluate their options before selecting resources that will be entrusted to meet
their particular IT security program requirements.

The factors to be considered when selecting, implementing, and managing IT security services include:
the type of service arrangement; service provider qualifications, operational requirements and capabilities,
experience, and viability; trustworthiness of service provider employees; and the service provider’s
capability to deliver adequate protection for the organization systems, applications, and information.
These considerations will apply (to varying degrees) to every service depending on the size, type,
complexity, cost, and criticality of the services being considered and the specific needs of the
organization implementing or contracting for the services.

The Guide to Information Technology Security Services, Special Publication 800-35, provides assistance
with the selection, implementation, and management of IT security services by guiding organizations
through the various phases of the IT security services life cycle. This life cycle provides a framework that
enables the IT security decision makers to organize their IT security efforts—from initiation to closeout.
The systematic management of the IT security services process is critically important. Failure to consider
the many issues involved and to manage the organizational risks can seriously impact the organization.

IT security decision makers must think about the costs involved and the underlying security requirements,
as well as the potential impact of their decisions on the organizational mission, operations, strategic
functions, personnel, and service provider arrangements.

The six phases of the IT security life cycle are:

» Phase 1: Initiation—the organization determines if it should investigate whether implementing an
IT security service might improve the effectiveness of the organization’s IT security program.

= Phase 2: Assessment—the organization determines the security posture of the current environment
using metrics and identifies the requirements and viable solutions.

» Phase 3: Solution—decision makers evaluate potential solutions, develop the business case and
specify the attributes of an acceptable service arrangement solution from the set of available options.

» Phase 4: Implementation—the organization selects and engages the service provider, develops a
service arrangement, and implements the solution.

» Phase 5: Operations—the organization ensures operational success by consistently monitoring
service provider and organizational security performance against identified requirements, periodically
evaluating changes in risks and threats to the organization and ensuring the organizational security
solution is adjusted as necessary to maintain an acceptable security posture.

» Phase 6: Closeout—the organization ensures a smooth transition as the service ends or is
discontinued.
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This guide describes a life cycle that provides a context to assist organizations with managing the myriad
issues surrounding IT security services. However, the guide does not prescribe or recommend any specific
IT security service, IT security service arrangement, IT security service agreement, or IT security service
provider. Each organization must perform its own analysis of its needs and assess, select, implement, and
oversee the IT security service to best address its needs.

The Guide should be used in conjunction with other NIST Special Publications (SP) that focus on
procurement of IT systems, including NIST SP 800-64, Security Considerations in the Information
System Development Life Cycle, and NIST SP 800-36: Guide to Selecting Information Technology
Security Products. NIST SP 800-55, Security Metrics Guide for Information Technology Systems will
help organizations understand the importance of using metrics and developing a metrics program.

Other NIST special publications may be helpful in providing information on specific services and
technologies. These include:

= SP 800-30: Risk Management Guide for Information Technology Systems

= SP 800-32: Introduction to Public Key Technology and the Federal PKI Infrastructure

= SP 800-33: Underlying Technical Models for Information Technology Security

= SP 800-34: Contingency Planning for Information Technology Systems

= SP 800-41: An Introduction to Firewalls and Firewall Policy

= SP 800-42: Guideline on Network Security Testing

= SP 800-48: Wireless Network Security: 802.11, Bluetooth, and Handheld Devices

= SP 800-50: Building an Information Technology Security Awareness and Training Program

= SP 800-53: Recommended Security Controls for Federal Information Systems

NIST recommends that organizations planning to acquire IT security services should:

= Develop careful, objective business cases. The need for an IT security service should be supported by
the business needs of the organization. A business case containing an analysis of the proposed
solution, cost estimate, benefits analysis, project risk analysis, and an evaluation of other considered
alternatives should provide sufficient documentation to describe and support these needs.

= Develop strong, specific service agreements that define the expectations of performance for each
required security control, describe measurable outcomes, and identify remedies and response
requirements for any identified instances of non-compliance.

= Use metrics throughout the IT security life cycle. Metrics will provide the objective data to evaluate
the baseline level of service in the assessment phase and assess service provider performance in the
operations phase. Wherever possible, metrics should be selected to indicate progress toward the
achievement or maintenance of a security condition that meets an underlying organizational need.

= Develop processes and procedures that can effectively track the myriad service agreements and the
metrics that will be applied throughout the lifecycle of the many different and disparate IT security
services within an organization
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Ensure that an appropriate transition (bedding in) period is in place between an existing service
provider or capability and the new service provider

Maintain the technical expertise necessary to understand and manage the security service being
provided and to protect the data critical to an organization’s mission

Pay careful attention to six issue areas: strategy/mission, budget/funding, technology/architecture,
organization, personnel, and policy/process.



NIST Special Publication 800-35

THIS PAGE INTENTIONALLY LEFT BLANK.



NIST Special Publication 800-35

Table of Contents

I [ oY 4 o Yo VT o] T PP 1-1
Rt O Y U)o T ) 1-1
I | 010 T < ORI 1-1
R I 71 7= 0T 1-2
3 [ 1 (= g To (=T o N E o 1T o To = P 1-2
1.5 Document OrganiZatiON ..............eueeueruuererurerunererssrerrerrrrerererr——————————————————————. 1-2

2. Roles and ReSPONSIDIITIES ...ccooiiiiiiiiiiiiie e 2-1
2.1 Chief INformation OFfiCET ...... .. e 2-1
A O] oV i = Yo 1 [T ] o > 2-1
2.3 Contracting Officer's Technical Representative .............oooocuviviiiiiieeiiiiiiiiiiiieeeeeeee 2-1
2.4 T Investment Board (OF @qUIVAIENT)...... ..o 2-1
2.5 IT Security Program MaNAQJET .........ccoieeeeiiiiiiiiiiieeeeeeeeeiiiiss e e e e s eeeaaienns e e e e eesaenennaaeees 2-1
2.6 IT System Security OffiCer ... 2-1
2.7 Program Manager (Owner Of Data)/Acquisition INItiator ............cccccvvivviiieeeeeennnns 2-2
2.8 PriVaCy OffiCEI ... e 2-2
AN I O 11 01T g m = T (o] F= g R 2-2

T B Y= Tt U 1 VS L= VAo = 3-1
3.1 Overview Of IT SECUNLY SEIVICES .. ..o 3-1
3.2 Overview of IT Security Service Arrangements ........coooeeeieeriiieieeeeeeeeeee e 3-1
3.3 Overview Of IT Security Services Management TOOIS...........cc.eeeveeeeiniiiiiiiiiieeeeennns 3-2
3.4  Overview Of IT SECUItY SErVICES ISSUES......ciii e 3-2
3.5 General Considerations for IT SeCUrity SErviCeS ...........uuuuuuummmmmmummuiiiiiiiinennes 3-3
3.6 Organizational Conflict Of INTErESt...........evviiiiiiiiii e 3-5

4, 1T SeCUrity SErviCes Life CYCI@ ... 4-1
4.1 Phase L1: INItAtION coooeeee e 4-2
4.2 Phase 2: ASSESSIMENT .......uuiiiiiiiiee ittt e e e e e a e 4-3

4.2.1 Baseline EXisting ENVIFONMENT..........c.uviiiiiiiieiiiiiiieece e 4-4
4.2.2 Analyze Opportunities and Barmiers. ......cccooooooiiooiiieeeeeeeeeeeee e 4-6
4.2.3 Identify Options and RISKS..........ccooiiieiiiiiiiiiii e 4-7
4.3 PRase 3: SOIULION ....cciiiiiiiiiiiiiiii e e e a e 4-8
4.3.1 Develop the BUSINESS CASE .....iiiiiieiiieiieeee e 4-9
4.3.2 Develop the Service ArrangemeENt .........couuuuiiiiieeeieeeeiiiene e e e e e e eeeeens 4-9
4.3.3 Develop the Implementation Plan ..............cccccooeei i 4-10
4.4 Phase 4: IMpPIemMentation ...........ccooiiiiiiiiiiiiiee e 4-10
4.4.1 Identify Service Provider and Develop Service Agreement..............cc.o...e. 4-11
4.4.2 Finalize and Execute the Implementation Plan ...............oovviiiiiiin e, 4-13
4.4.3 Manage EXPECIAtiONS .........uuuiiiiiieiiiiiiiiiiiee e e e 4-13
4.5 Phase 5: OPEratiONS ...cccoiieiii e 4-13
4.5.1 Monitor Service Provider Performance ..........cccoceviiiii 4-14
4.5.2 Monitor and Measure Organization Performance...............ccccceeiiiiiinnnnn. 4-14
45.3 Evaluate and EVOIVE...........cooooiiiiii 4-15
4.6 Phase 6: ClOSEOUL......ccooiiiiii i 4-15
4.6.1 Select Appropriate EXit Strategy ......coooeevviiiiii e 4-16
4.6.2 Implement Appropriate EXit Strategy .........cceeeeuriiiiiiiiiiiee e 4-16

Vi



NIST Special Publication 800-35

LT Y4 0 1= T 0} BT =T Y AT ox = 5-1
5.1 Management SECUIMLY SEIVICES .......cccuuiiiiiiiieeiiiiiiite et e e e e e e e e e 5-2
5.1.1 IT Security Program DevelopmeNt ..........ccoooiiiiiiiieieiiiiieee e 5-2

TR A I 1= Yot U 1Y o] o3 2 5-3

5.1.3  RISK MBNAGEMENT ...ttt e e e 5-4

5.1.4 1T Security ArCNITECIUNE ........ccoiiiiiiiiiiiiie et 5-4

5.1.5 Certification and ACCreditation.................eeuueeeieiiiieiiiiiiiiiiieeeieeeeeeeneeeeeeeeeeennee 5-4

5.1.6 IT Security Product EValuation .................uuuuiiiiiiiiiiieiiiiiiiniiieiennnnn. 5-5

5.2 Operational SECUILY SEIVICES.......ciiiiiiiiiiiiii et a e 5-6
5.2.1 ContingencCy Planning ........ccooviiiiiiiii i e e eeae 5-6

A | o TodTo [T a1l = F= o o 1T o N 5-7

5.2.3  TESHING ..ttt a e e 5-8

LG I8 -1 11 oV 5-9

5.3  TechniCal SECUNLY SEIVICES.....cciuuiiiiii i e e e e e e e 5-11

TR Tt R =7 U 5-11

IRC T2 [ o1 (U 1S o] g I 7= (=T ot 1 [ 5-11

5.3.3 Public Key INfrastrUuCtUre .........cocouuuiiiii i 5-12

AppendiXx A— REFERENCES ... A-1
AppPendiX B— ACRONYM LIST ...ttt ettt e e e e e e s e e e e e e e e s snnnanneeeeeaeenannns B-1
Appendix C— SERVICE AGREEMENT OUTLINE .......cccuiiiiiiieeeeiiiiieieee e C-1
Appendix D— SAMPLE ACQUISITION LANGUAGE ........cooiiiiiiiiiiiiiieeeee e D-1
Appendix E— FREQUENTLY ASKED QUESTIONS........ouiiiiiiiiiiiiiiieiie e e e E-1

vii



NIST Special Publication 800-35

List of Figures

Figure 4-1. IT Security Services Life CYCle........cooiriiiiiiiie 4-1
Figure 4-2. INItAtION PRASE ......cciiieiiiiii e e e e e e e e e e e e e e e s 4-2
Figure 4-3. ASSeSSMENt PhaSE.......ccooiiiiiiii i 4-4
Figure 4-4. SOIULION PRESE .....cooiiiiiiieiee e e e e e 4-8
Figure 4-5. Implementation PhaSe..........ccoiiiiiiiiiii e e e 4-11
Figure 4-6. Operations PhaSe.........ccoooi i 4-14
Figure 4-7. CIOSEOUL PRASE .........uiiiiiiiiiie ettt e e e e e e e e 4-15
Figure 5-1. Information Technology Security Learning Continuum.............ccoooeviiiieiineeeeenenn. 5-10

List of Tables

Table 3-1. IT Security CatEQOrI®S ......ccuuuriiiiiieeie e e e e e e e e e e e et e e e e s e eeetennaaeeeeeeeaenes 3-1
Table 3-2: IT Security Service ISSUE Cat@gOrIES. .........uuuuriiiiieiiiiiiiiieie e e e e 3-3
Table 3-3: QUEeSHIONS fOr SErVICE PrOVIAEIS ... ... e 3-4
Table 4-1. IT Security Issues and Sample Life Cycle Triggers.......cccoieiiiieeeeeeeiiiiiin e eeeeeeeieens 4-3
Table 5-1. Security ServiCes DY CategOry .....ccocceeiiee e eee e 5-1
Table 5-2. PKI Service Element EXamPIES .........coooiiiiiiiiiiiiie e 5-14

viii



NIST Special Publication 800-35

THIS PAGE INTENTIONALLY LEFT BLANK.






NIST Special Publication 800-35

1. Introduction

1.1 Authority

The National Institute of Standards and Technology (NIST) developed this document in furtherance of its
statutory responsibilities under the Federal Information Security Management Act (FISMA) of 2002,
Public Law 107-347.

NIST is responsible for developing standards and guidelines, including minimum requirements, for
providing adequate information security for all agency operations and assets, but such standards and
guidelines shall not apply to national security systems. This guideline is consistent with the requirements
of the Office of Management and Budget (OMB) Circular A-130, Section 8b(3), Securing Agency
Information Systems, as analyzed in A-130, Appendix 1V: Analysis of Key Sections. Supplemental
information is provided A-130, Appendix IlI.

This guideline has been prepared for use by federal agencies. It may be used by nongovernmental
organizations on a voluntary basis and is not subject to copyright though attribution is desired.

Nothing in this document should be taken to contradict standards and guidelines made mandatory and
binding on federal agencies by the Secretary of Commerce under statutory authority. Nor should these
guidelines be interpreted as altering or superseding the existing authorities of the Secretary of Commerce,
Director of the OMB, or any other federal official.

1.2 Purpose

Organizations frequently must evaluate, select, and employ a variety of IT security services in order to
maintain and improve their overall IT security programs. IT security services (e.g., security policy
development, intrusion detection support, etc.) may be offered by an IT group internal to an organization,
or by a growing group of vendors. Individuals who are responsible for selecting, implementing, and
managing IT security services for an organization must carefully review the necessary processes and
procedures, weigh a host of available options, and select resources that can be entrusted to optimally meet
IT security program requirements.

Factors to be considered when selecting, implementing, and managing IT security services include: the
type of service arrangement; service provider qualifications, requirements, experience, and viability;
trustworthiness of service provider employees; and protection for organization systems, applications, and
data. These considerations may apply (in varying degrees) depending on the size, type, complexity, cost,
and criticality of the services being considered.

The purpose of this guide is to provide assistance with selecting, implementing, and managing IT security
services by guiding the organization through the various phases of the IT security services life cycle. The
IT security services life cycle provides a framework that enables the IT security decision makers to
organize their IT security efforts—from initiation to closeout. The systematic management of the IT
security services process is critically important. Failure to consider and manage the many complex issues
involved can seriously impact the organization. IT security decision makers must think about the costs
and security requirements, as well as organizational mission and strategic functions, personnel and service
provider arrangements.

This guide discusses each phase of the IT security services life cycle to provide a starting point for

evaluating and selecting sound security practices. The discussion is directed toward a wide variety of
organizations with diverse IT security requirements. The guide discusses general topics such as the

1-1
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importance of developing agreements that define the service levels for the service providers; however,
this guide does not prescribe the service or service level that best fits the organization’s needs. The
specific needs of each organization should always be considered when applying the processes and
concepts that are presented in this guide. Finally, in this publication, NIST provides information and
advice for decision makers and other relevant parties on the security and policy issues for obtaining IT
security services.

1.3 Limitations

Section 5 of this document discusses a sampling of possible IT security services but does not represent an
exhaustive list. In addition to clearly identified IT security services, organizations may also wish to
acquire a service, which contains a significant security component such as systems administration. These
types of services are not addressed in this guide; however, the information that is included in this guide
can be extended and adapted to cover other related services.

This guide does not advocate a position for or against the development of external arrangements (such as
outsourcing) for IT security services. The reader should refer to OMB Circular A-76, Performance of
Commercial Activities, to establish the foundation for the decision whether activities should be performed
under contract with a commercial activity or performed in-house using Government facilities and
personnel.

1.4 Intended Audience

This guide is meant for organizations that provide IT security services regardless of whether the service is
provided from within the organization or procured from an outside provider. The goal is to help IT
security decision makers and managers implement and manage the most appropriate IT security services,
service levels, and service arrangements to best meet the organization’s mission and needs.

1.5 Document Organization
The remainder of this document is organized as follows:

Chapter 2 discusses the roles and responsibilities of the various people involved with the selecting,
implementing, and managing of the IT security services life cycle.

Chapter 3 provides an introduction to IT security services, including an overview of the security services
life cycle and of selected IT security services. This chapter discusses the framework of a security services
life cycle, an overview of issues to address throughout the life cycle, an overview of the various service
arrangements that IT security decision makers could consider, and a look at tools that will be useful to the
IT security decision maker in the security services life cycle.

Chapter 4 provides a more in-depth discussion of the issues related to obtaining IT security services. In
the context of the security services life cycle, this chapter discusses how the security service begins, what
is captured in assessing the current environment and the needs for any new service, what a service
agreement should include, and how a service agreement should end or be discontinued.

Chapter 5 provides a more detailed look at a few specific IT security services, serving as an example of
the application of the previous information.

In addition to these chapters, three appendixes are attached:

1-2
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Appendix A provides a list of references.

Appendix B provides a list of acronyms.

Appendix C provides a sample outline for an IT security service provider service agreement.
Appendix D presents sample language for use in an organization’s service agreement. This language,
after appropriate tailoring for specific needs of the organization, may be used to assist in the writing of
service agreements, contractual documents such as a statement of work (SOW) or memorandums of
agreement/understanding (MOA/MOU).

Appendix E is a list of frequently asked questions.

1-3
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2. Roles and Responsibilities

The list of participants for selecting, implementing, and managing a given service will depend on the type
and scope of the service, the service arrangement, and type/size of organization. A large federal agency
that is seeking to partner with an external organization for many of its IT security functions will have
different requirements and therefore a more extensive list of participants than a small business seeking a
limited-scope IT security training program for its employees. The following roles are generic to many
different services. The actual list of participants may be less than or greater than the list provided below.
For instance, if an internal group within an organization provides the security service, the contracting
officer and Contracting Officer’s Technical Representative (COTR) may not have a role.

2.1 Chief Information Officer

The CIO is responsible for the organization’s IT planning, budgeting, investment, performance and
acquisition. As such, the CIO oversees senior organization personnel in obtaining efficient and effective
IT security services.

2.2 Contracting Officer

The Contracting Officer has the authority to enter into, administer, and/or terminate contracts and make
related determinations and findings.

2.3 Contracting Officer’'s Technical Representative

The Contracting Officer’s Technical Representative (COTR) is a qualified employee appointed by the
Contracting Officer to act as its technical representative in managing the technical aspects of a particular
contract.

2.4 IT Investment Board (or equivalent)

The IT Investment Board, or its equivalent, is responsible for managing the capital planning and
investment control process defined by the Clinger-Cohen Act of 1996 (Section 5).

2.5 IT Security Program Manager

The IT Security Program Manager is responsible for developing or applying enterprise standards for IT
security. This individual plays a leading role in introducing an appropriate, structured methodology to
help identify, evaluate, and minimize IT security risks to the organization. IT security program managers
coordinate and perform system risk analyses, analyze risk mitigation alternatives, and build the business
case for the acquisition of appropriate security solutions that help ensure mission accomplishment in the
face of real-world threats. They also support senior management in ensuring that security management
activities are conducted as required to meet the organization’s needs.

2.6 IT System Security Officer

The IT System Security Officer is responsible for ensuring the security of an information system
throughout its life cycle.

2-1
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2.7 Program Manager (Owner Of Data)/Acquisition Initiator

This Program Manager represents programmatic interests during the IT security services life cycle.
Program Managers play an essential role in security because they have been involved in strategic
planning initiatives of the IT security service and are intimately aware of functional service requirements.

2.8 Privacy Officer

The Privacy Officer ensures that the service and service arrangement meet existing privacy policies
regarding protection, dissemination (information sharing and exchange) and information disclosure.

2.9 Other Participants

The list of roles in a service acquisition can grow with the complexity involved in acquiring and
managing IT systems. It is vital that all members of the acquisition team work together to ensure that a
successful acquisition is achieved. Since the system certifier and accreditor will be making critical
decisions near the end of the procurement process, it is helpful to include them earlier in the acquisition
so that critical issues can be addressed early. System users may assist in the acquisition by helping the
program manager to determine the need, refine the requirements, and inspect and accept the delivered
system. Participants may also include personnel who represent information technology, configuration
management, design/engineering, and facilities groups.

2-2
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3. IT Security Services

This chapter provides an overview of IT security services, service arrangements, service issues, and
service management tools. These overviews serve as an introduction to the IT security services life cycle
discussed in Chapter 4. This life cycle is independent of an organization’s decision to use internal
resources or an external service provider to perform the service. Ultimately, the organization remains
responsible for and affected by any security breach regardless of who performs the security service.

3.1 Overview of IT Security Services

Security services fall into one of three categories (Table 3-1).

Table 3-1. IT Security Categories

Management Services Techniques and concerns normally addressed by management in the
organization’s computer security program. They focus on managing the computer
security program and the risk within the organization.

Operational Services Services focused on controls implemented and executed by people (as opposed to
systems). They often require technical or specialized expertise and rely on
management activities and technical controls.

Technical Services Technical services focused on security controls a computer system executes.
These services are dependent on the proper function of the system for
effectiveness.

The security services life cycle applies to any security service regardless of the category into which it falls
and could even apply to an entire IT security category. As managers determine which IT security services
need to be implemented, assessed, or discontinued, they should consider the impact on other IT security
services.

Chapter 5 discusses in greater detail the types of IT security services. NIST Special Publication (SP) 800-
12, An Introduction to Computer Security:
The NIST Computer Security Handbook,
also provides a comprehensive overview of
and introduction to computer security and
security controls and services.

An operational example—an organization retains
the program oversight of a firewall within the
organization, but brings in an external group to
handle the day-to-day monitoring of the audit logs.

3.2 Overview of IT Security Service

The security arrangement may look different,
Arrangements

depending on a person’s role. In this example, the
firewall manager may view the arrangement as an
external one because an outside group performs the
audit review service. The organization’s top-level
business manager may view this as an internal
arrangement because the firewall service is
implemented internally. The organization’s IT
security officer may view this as somewhere in the
middle of the continuum, a hybrid, seeing both the
internal firewall service and its external audit review
component.

Selecting the most appropriate services,
service mix, and service level is a complex
decision, as is deciding who should provide
the needed service. Much of the complexity
of this decision stems from the wide range
of arrangements from which an organization
may choose, though organizational,
personnel and other issues discussed in
section 3.4 also make the decision less
straightforward and increases the
complexity.

3-1
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A broad range of possible service arrangements exists. An organization may select its internal employees
and teams to provide the service required, or it may choose to fully export the service to an external
service provider. This external service provider could be any organization because this term does not
intend to refer to only an external commercial service provider. For example, an organization may choose
to employ an external group from a subsidiary organization, a business unit, or a commercial service
provider.

3.3 Overview Of IT Security Services Management Tools
Because of the potential harm that can result from poor security, IT security managers and decision
makers need to use effective management tools to increase the likelihood of success. Two important tools

are metrics and service agreements.

Overview of Metrics

Metrics are a management tool that facilitates decision-making and accountability through practical and
relevant data collection, data analysis, and performance data reporting. The importance of a metrics
program is discussed in NIST SP 800-55, Security Metrics Guide for Information Technology Systems. A
full and complete discussion of computer security metrics is beyond the scope of this document; however,
IT security service managers should understand what metrics are and when they should be used.

For example, a metric for a management service, such as a training and awareness program, might be the
percentage of new employees who receive IT security training within their first 30 days on the job.
Gathering this data repeatedly, over time, will allow managers to assess how well the current training
service provider performs its task today, to set targets for the service provider in the future, and then to
assess how well it met the desired target. The metrics process is discussed in the next chapter.

Overview of Service Agreements

A service agreement serves as the agreement between the service provider and the organization requesting
the service. As service arrangements become more complex and employ commercial service providers,
the formality of the agreement should increase. A fully externalized service arrangement with a
commercial entity, for example, will require a formal contract so that managers can hold service providers
accountable for their actions. A fully internal service arrangement may require a less formal agreement,
perhaps an agreed-on reporting process or an MOA. Regardless of the arrangement, all parties should be
aware of their roles and responsibilities. Section 4.4.1 discusses the importance of service agreements.

3.4 Overview of IT Security Services Issues

Implementing a security service and service arrangement can be complex. Each security service has its
own costs and risks associated with it, as does each service arrangement. Making a decision based on one
issue can have major implications for the organization in other areas. The decision makers will have to
balance near-term cost/value with potential long-term risks associated with new vulnerabilities, attrition,
potential loss of employee productivity/morale and internal functional skills, and other impacts. The
degree of completeness of the list of factors and issues considered will vary by organization; however, the
factors and issues can be grouped into six categories as identified in Table 3-2.

3-2
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Table 3-2: IT Security Service Issue Categories

Strategic/ Mission

When thinking about the implications of any decision, decision makers must ask
themselves what is best for the organization from a strategic point of view and what
best helps the organization meet its mission. Applied appropriately, security services
should result in enhanced mission effectiveness, not reduced mission capability.

Architectural

Budgetary/ When considering cost, the focus should be on value and full life-cycle costs. (see
Funding Section 4.2.1.2)
Technical/ IT services, even if a management service, has technical implications. Throughout the

life cycle, IT security managers must consider impacts to technical issues and the
organization’s enterprise architecture.

Organizational

These issues are related to the intangible elements of an organization, such as damage
to an organizations image and reputation, change in focus on core competencies, and
resiliency of the organization. In many cases, long accepted internal controls and
business practices that have developed over time due to natural business unit divisions
or regulatory requirements may have to be reconsidered when an IT security service
provider is engaged.

Personnel

These issues are related to the organization’s contractors and employees. Managers
must remain aware of the impact of their decision on their employees. Depending on
the service arrangement implemented, major ramifications could exist for current
employees; understanding these potential implications is an essential element of
making a good trade-off between internal and external services. Dealing with them
early will ensure the employees remain an important resource for the organization.

Policy/Process

Effective security starts with strong policy, and implications to policies and process
must be considered to ensure that good decisions are being made and that appropriate
transitions and implementations occur.

These issues, tools, and arrangements will be discussed repeatedly in this guide because of their
importance to providing IT security services.

3.5 General Considerations for IT Security Services

Listed below are some general questions that decision makers should answer to identify the service
provider that best meets the organization’s needs. These questions have been grouped into the various
issue categories described in Section 3.4.

These questions are intended as a guide and each organization will need to decide which questions are
relevant to its specific needs. The questions are not an exhaustive list and organizations may need to
develop additional questions. In some instances, the organization and not the service provider may best

answer the question.
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Table 3-3: Questions for Service Providers!

Strategic/ What is “the service provider” mission?

Mission Does “the service provider” understand the organization’s mission?
How does “the service provider's” mission and service offering align and enhance the organization’s ability to
meet “the organization’s” mission?

4, Describe “the service providers” business, specifying number of staff, customers, locations, and business
revenues. Is “the service provider” planning any major strategic/mission changes or anticipating any
budget/financial viability issues during the period of performance?

5. Is the “service” inherently governmental?

Budgetary/ 1.  Atwhat cost will “the service provider” provide the service?
Funding 2. How much would the service cost at a higher service level? At a lower service level?
3. How will “the service provider” protect against cost overruns?
4. What remedies would “the service provider” offer for cost overruns?
Technical/ 1. How will “the service provider” perform the IT security service?
Architectural Who will provide, i.e., own, the hardware/software needed?
At what level will “the service provider” provide the service (e.g., % availability, metrics reports, maintenance,
hardware/software refreshment, etc.)?
How will “the service provider” ensure this service level?
What remedies would “the service provider” consider appropriate (i.e. service credits) for failure to meet the
service targets?
What are the “service provider's” requirements for early termination and extension?
How are scale-up/down issues handled?
Has “the service provider” provided this type of service at this level for this type of organization before? Can “the
service provider” provide references for those past performance qualifications?

9.  What is the IT security environment of “the service provider"?

10. How would the “service provider” handle emergency situations?

Organizational What is “the service provider’s” work environment and is it compatible with the organization?
How well will “the service provider” adapt to the organization’s environment?
What is “the service provider's” reputation (in the marketplace and for meeting cost and service targets)? How
does “the service provider” compare to its competitors?

Personnel Will “the service provider’s” staff be on-site, off-site, or a mix?
Will “the service provider’'s” staff have/be able to obtain the appropriate personnel and facility clearances?
What staff will “the service provider” assign to this task? What are their skills? Do the “service provider's” staff
meet the organization’s citizenship requirements?

4. How will “the service provider” ensure the staff stays current in the technology/service field?

Policy/Process Does “the service provider” foresee changes to the organization’s policies and/or processes?
How does “the service provider's” security policies (e.g. contingency planning) differ from that of the
organization? If the organization’s policy meets a higher standard, will “the service provider's” have trouble
meeting this higher standard? If lower, will “the service provider” abide by the stricter policies of the
organization?

3. How does “the service provider” address the comingling of its data with that of another organization? Are

processes in place to ensure that an organization’s data is protected?

! The organization is the unit that acquires and ultimately receives the security service from the service provider.
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3.6 Organizational Conflict of Interest

An organizational conflict of interest (OCI) may exist when a party to an agreement has a past, present or
future interest related to the work performed (or to be performed), which may diminish its capacity to
provide impartial, technically sound, objective service or results in an unfair competitive advantage. Of
course, it is best to avoid organizational conflicts before they arise. The Federal Acquisition Regulation
(FAR) (subpart 9.5) describes two underlying principles why avoiding an OCI is important:

= Preventing the existence of conflicting roles that might bias a [service provider’s] judgment
= Preventing unfair competitive advantage

According to the FAR, an unfair competitive advantage exists where a [service provider] possesses
proprietary information that was obtained from a Government official without proper authorization or
source selection information that is relevant to the contract but is not available to all competitors, and
such information would assist that [service provider] in obtaining the contract.

Although the FAR applies to Federal contracts, any organization should be aware that an OCI could occur
in any phase of the IT security services lifecycle and may provide an unfair competitive advantage.

= There are several methods that an organization can take to avoid, neutralize, or minimize the effect of
an OCI. They can include: modify or eliminate the offending parts of the agreement, statement of
work, contract, etc.

= Prohibit bidding on a subsequent procurement in which the service provider plays a key role in
development of the requirement

= Prohibit using proprietary or privileged information which the service provider has access to

= Segment the work within the service provider to prevent involvement in performance of the work or
being in a position to influence the work

= Require the service provider to avoid conduct that may result in an OCI-such as when called on to
inspect its own work. The service provider must disclose its relationship and disqualify itself from
performing the work

= Make privileged documents available to all parties. (neutralizing the OCI)

If an organization determines that the OCI exists but cannot be avoided and the organization wishes to
proceed, the head of the organization may determine to proceed and waive the OCI.

Identifying the existence of OCls, mitigating effect of the OCI to an acceptable level, and/or waiving the
OCl is important when managing the IT security service life cycle but it can involve complex legal and
regulatory issues and should not be considered without the close counsel of an organization’s legal
department.
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4. IT Security Services Life Cycle

The IT security services life cycle provides IT security decision makers and managers with a six-phase
process by which they can select, implement, and manage IT security services. This chapter details the
various life-cycle phases and the issues and decisions within each phase. As Figure 4-1 illustrates, the
security services life cycle has both a linear and iterative component. It proceeds linearly from initiation
to implementation to closeout, but the assessment, solution, and operations phases must continually occur
for an IT security service to succeed.

Determining
the need

Initiation Phase ‘

Assessment Phase
Identifying viable
solutions

Solution Phase
Specifying the
right solution

Operations Phase
Ensuring operational
success

Implementation Phase
Engaging the
right source

Ensuring successful
closure

Closeout Phase ‘

00733¢

Figure 4-1. IT Security Services Life Cycle
The six phases are described as follows:

» Phase 1: Initiation—the need to initiate the services life cycle is recognized. Section 4.1 discusses
potential triggers for this phase.

» Phase 2: Assessment—hbefore decision makers can implement a service and select a service
provider, an accurate portrait of the current environment must be developed. Section 4.2 discusses
Phase 2 and the importance of creating and gathering appropriate metrics.

» Phase 3: Solution—decision makers choose the appropriate solution from the viable options
identified during the assessment phase. Section 4.3 discusses the business cases and implementation

plans.

= Phase 4. Implementation—the service and service provider are implemented during the
implementation phase. Section 4.4 guides decision makers through service agreement development
and service implementation.
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» Phase 5: Operations—the service is operational, the service provider is fully installed, and constant
assessment of the service level and performance is made. Section 4.5 discusses the importance of
metrics in monitoring service level and performance.

» Phase 6: Closeout—the environment changes, the need for the service diminishes, or performance
deficiencies are noted necessitating a replacement or termination of the IT security service. Section
4.6 discusses the closeout and retirement of a service and/or service provider using the exit strategies
developed in Phase 3.

4.1 Phase 1: Initiation

Figure 4-2 illustrates Phase 1, Initiation, of the IT security services life cycle. This phase has a single
step: an event sufficient to warrant assessing the current environment and identifying viable service
solutions. The specific trigger that will meet this definition will vary by organization. The trigger will
fall into one of the six issue areas listed in Section 3.4: strategy/mission, budgetary/funding,
technical/architectural, organizational, personnel, and policy/process. Table 4-1 shows sample trigger
events from each issue area.

Initiation
Phase

Trigger Event(s):

 Issues
m Strategic ™ Organizational
= Budget

%" Begin
Asseg’sment

Kﬁsessment
' Phase

Legend
Q = |nitiation Phase Q = Implementation Phase

e = Assessment Phase Q = Operations Phase
€) = Solution Phase €© = Closeout Phase

00734b

Figure 4-2. Initiation Phase

Business, IT, and IT security managers initiate the service life cycle. The decision to obtain a security
service should be to obtain the most appropriate security services at the most appropriate level in the most
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appropriate service arrangement so as to support the business function. The next phase of the life cycle,
Assessment, is where it is determined whether the most appropriate service is one performed internally or
externally.

As one IT security services life cycle is initiated, it is likely another life cycle will be ending. To ensure a
smooth transition, managers should be aware of possible interactions and effects between the service that
is ending and the one that is beginning.

TABLE 4-1. IT SECURITY ISSUES AND SAMPLE LIFE CYCLE TRIGGERS

Strategic/Mission * Change in business model
« Investigating new service arrangements to better focus on the organization’s
mission and business function

Budgetary/Funding e Increased IT securit_y budget, allowing greater se_curi_ty s_ervices
» Decreased IT security budget warrants an investigation into ways to cut costs.

Technical/ Architectural * New technology needs implemented
e Upgrades to new technology

Organizational « Current organizational environment and employee mix (if already using external
service providers) not working well
« Organization changing service arrangement approach

Personnel + Several functional experts leave the organization, creating a shortage of
technical expertise in a security service area

Policy/Process « Current policies or processes not meeting organization’s security needs

4.2 Phase 2: Assessment

Phase 2, Assessment, shown in Figure 4-3, follows the Initiation Phase. The steps in this phase include
baselining the existing environment, analyzing opportunities and barriers, and identifying options and
risks. To establish a baseline understanding of the existing environment, the decision makers will need to
use metrics and the principle of total cost of ownership (TCO) to ensure the most accurate data will be
used for decision-making purposes. This data will also set performance targets and cost estimates for
service agreements in later phases.



NIST Special Publication 800-35

" nitiation
. Phase

m Baseline existing environment
u Analyze opportunities and barriers
™ |dentify options and risks

Findings I !
Documented

~Sourcing
g .Splutior]’ Needed

/" Solution
Phase

Legend
0 = Initiation Phase Q = Implementation Phase

Q = Assessment Phase 6 = Operations Phase
Q = Solution Phase Q = Closeout Phase

007350

Figure 4-3. Assessment Phase

Bearing in mind the metrics and full cost of a service, the decision makers begin to consider opportunities
and barriers. The IT security service issues mentioned in Section 3.4 provide a framework for analyzing
opportunities and barriers, as well as external factors, such as the marketplace and the customers. Finally,
the existing environment and the opportunities and barriers will provide managers with options and risks.
From these options, managers will choose a solution in Phase 3.

4.2.1 Baseline Existing Environment

Once managers have initiated the IT security services life cycle, they must establish a baseline
understanding of the current environment. This baseline will demonstrate to managers how well the
current arrangement meets the security requirement and at what cost. Managers will need these two
measurements to compare the benefits of various service arrangements or the proposals of various service
providers.

The scope of this effort will depend on the nature of the security control or the specific mix of controls.
All related areas of the control or the mix of controls should be included; for example, if an organization
is evaluating its firewall services, it should evaluate its firewall policies and other policies, the
effectiveness of the firewall architecture, and other issues specific to the study.

Data for constructing the baselines should be collected in an objective, impartial, and comprehensive
manner. Stakeholders in the current environment will often be required to provide data or assist with
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gathering data by which the service levels and sourcing solutions will be selected. As current
stakeholders, they have an interest in the status quo, and their data-gathering techniques or reporting
methods may reflect this intentionally or unintentionally. Formal tools such as metrics and TCO will help
minimize any inadvertent biases in the data collection efforts. Additionally, a review of existing past
metrics and data will be helpful in removing any bias when baselining the current environment.

4.2.1.1 Metrics Creation, Gathering, and Analysis

Metrics provide decision makers with objective, quantifiable data. The importance of metrics starts in
this phase and continues throughout the life cycle.

Metrics creation starts with defining the “what” to measure: the metrics should map to the organization’s
overall functional and security goals and relate to the desired outcomes that the service will provide.
Metrics for any service should include data related to the following:

» |Implementation Level—implementation-level metrics quantify the degree of completion of required
and agreed-on activities and within agreed-on timeframes.

= Service Level—these metrics quantify the timeliness of service delivery (i.e., average time to restore
operations or number of hours to reconfigure a firewall).

= Effectiveness—effectiveness metrics are outcome factors that describe how well the services were
delivered and their efficacy (i.e., customer service ratings, security intrusion and blockage levels, and
the number of systems affected by computer viruses).

= Business Impact—nbusiness impact metrics quantify the effect on business parameters such as
financial and operational resources (i.e., dollars lost from virus attacks, work time lost from server
outages).

Additional considerations for the development of metrics include:

= Consider only those metrics that are practical to collect
= Base metrics only on obtainable and quantifiable events

= Consider all IT security service aspects from technical functionality to problem resolution procedures
to appropriateness of personnel

= Base metrics on business operation objectives

= Provide sufficient insight into assessing the level of IT security services provided/offered and allow
for a relevant comparison between service options

= Gather metrics to assess the causes, not only results
= Gather metrics to track trends.

NIST SP 800-55, Security Metrics Guide for Information Technology Systems, provides more detail about
the characteristics of useful metrics, as well as the importance of having a mature (or maturing) metrics
program. The importance of a repeatable, consistent metrics approach to IT security will become
apparent in the IT security services life cycle as the organization sets targets, writes service agreements,
and monitors service provider performance in Phases 3, 4 and 5, respectively.
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4.2.1.2 Total Cost of Ownership

In conjunction with a metrics program, the IT security services decision makers need to identify the full
cost of the service. Metrics may be a part of this effort because they can help determine the dollar cost of
various actions (e.g., cost of downtime, costs of a virus attack). The principle of full cost is often referred
to as TCO. TCO includes not only implementation and operational costs but also related costs (e.g.,
overhead, salaries, benefits, technology upgrades, and software support, and maintenance). This
information will allow decision makers to compare the costs of other service arrangements with the
existing environment during the business case development in the solution phase. When the full cost is
identified, the decision makers will be able to accurately relate the value of one service option over
another.

4.2.2 Analyze Opportunities and Barriers

Once the organization understands the current environment from a performance and cost perspective, it
can begin to analyze opportunities and barriers. Analyzing opportunities and barriers allows the
organization to identify functions and areas that can change, those that cannot, and reasons for each. IT
security stakeholders should participate in the process and approve analysis results. Properly performed,
an analysis should include the following:

Strategic/Mission « Identify how critical the service/function is to the business.

Budgetary/Funding « Articulate a rational, executable fiscal program, in accordance with all
applicable regulations and legislation to secure approval and funding by budget
authorities

Technical/Architectural « Determine and understand the importance of maintaining an organization’s

technical competencies

Organizational « Determine which service arrangements would be appropriate for the
organization’s work environment and values.
« Allow management to incorporate intangible benefits to all stakeholders (e.g.,
improved employee morale, organizational image) into the business case that
will be developed.

Personnel « Allow all stakeholders to develop and translate overarching performance goals
and specific needs into specific service level requirements, such as Request for
Proposal (RFP)/SOW/Service Level Agreement (SLA) requirements.

Policy/Process » Begin to address integration/transition efforts for the desired future service
arrangement strategy.
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4.2.3 Identify Options and Risks

In this last step of the assessment phase, decision makers should begin to identify options and risks. The
baseline showed the current environment, and the opportunities and barriers step began to describe the
des